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Introduction
At one time, when the study of genetics was newer, 
only a limited set of comparatively elite institutions 
worked with genetic and genomic data, in either 
clinical or research settings. These entities generally 
concentrated their legal compliance efforts on regula-
tory schemes established specifically to govern medi-
cal information, and sometimes tailored to genetic 
information in particular.1 These regimes include 
the Privacy Rule of the Health Insurance Portability 
and Accountability Act of 1966, the Common Rule, 
the Genetic Information Nondiscrimination Act, and 
state genetic privacy laws.2 

Genomic data is no longer contained within an insu-
lated bubble of specialized legal regimes operating on 
a limited set of leading organizations. As discussed 
below, new types of entities, new legal developments, 
and new technological understanding mean the rules 
that have applied inside that bubble — while still 
vitally important — no longer tell the whole story of 
genetic privacy law. As research and technology relat-
ing to genomic information have developed exponen-
tially, a similar increase has occurred in the awareness 
of and interest in the potential of genomics,3 and as a 
result new parties are now utilizing genetic informa-
tion in new ways.4 Translational genomics — broadly, 
the application of genomic research for clinical pur-
poses beyond pure research5 — has moved beyond the 
bounds of its regulatory bubble. This is the natural 
consequence of several factors.

First, genetics and genomics are no longer the sole 
province of a limited number of highly regulated enti-
ties, such as hospitals, universities, and traditional 
private research institutions. In the past, this small 
community shared similar norms and values informed 
by those of the medical profession and the pursuit of 
academic inquiry. Today, enterprises motivated more 
directly by profit play a much greater role in trans-
lational genomics. Direct-to-consumer (DTC) com-
panies, such as 23andMe, have entered the market 
and grown rapidly, both capitalizing on and driving 
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decreased cost and increased accessibility of genetic 
testing.6 By the start of 2019, over twenty-six million 
people had submitted a DNA sample to a direct-to-
consumer genetic testing company.7 

DTC enterprises are hardly the only new actors 
engaging with genetic and genomic data. Pharma-
ceutical companies have expanded their traditional 
research scope to encompass genetic information. 
Pharmaceutical giant GlaxoSmithKline recently 
struck a $300 million deal with 23andMe to use the 
company’s deidentified, aggregate consumer data for 
drug development research.8 Additionally, hybridized 

insurance companies acting outside their HIPAA-cov-
ered business lines, such as a noncovered component 
offering life or disability insurance, bring health care 
related information outside of the scope of the tra-
ditionally applicable laws like HIPAA.9 Law enforce-
ment agencies are also utilizing genetic information 
in new ways in their investigation and prosecution of 
crime, including drawing on databases maintained by 
DTC companies.10 In the United States, all these new 
players frequently fall outside the confines of tradi-
tional privacy laws for health or genetic information, 
but most are covered by more broadly applicable pri-
vacy laws.

Second, privacy regulation in the United States and 
abroad is shifting and expanding. Historically, privacy 
law in the United States has been limited and each 
enactment has imposed requirements only on particu-
lar industry sectors.11 Today, regulators outside health 
care are beginning to investigate privacy compliance 
in health-related institutions. Recent legislative pro-
posals in Congress and the states cast somewhat wider 
nets than the narrow sectoral laws of the past.12 Mean-
while, in the rest of the world, the broadly applicable 
framework exemplified by the European Union’s Gen-
eral Data Protection Regulation (GDPR) has been 

imitated widely in countries from Brazil to Israel to 
Japan since it came into effect in 2018.

Finally, a growing skepticism about deidentifica-
tion, both broadly and in reference to genomics in par-
ticular, could drive legal change in this area. Due to 
its intrinsically unique nature, genetic data raises par-
ticularly acute skepticism about the adequacy of dei-
dentification as a measure to ensure confidentiality.13 
Multiple studies have established how an individual 
can be reidentified in some cases from a purportedly 
deidentified data set.14 Yet a 2018 revision to “modern-
ize, strengthen, and make more effective” the Com-

mon Rule15 expanded the exemptions for 
secondary research involving deidenti-
fied information or biospecimens, while 
also committing to a review of its scope 
on a routine basis.16 For example, infor-
mation or biospecimens are no longer 
required to be “existing” at the time of 
exemption, thus data under this exemp-
tion may be both retrospective and pro-
spective.17 Some public comments in 
response to the Notice of Proposed Rule-
making argued that all biospecimens are 
inherently identifiable. Although regula-
tors ultimately did not adopt a position 
against all reliance on deidentification in 
the final rule, the trend toward stricter 
standards is clear, and the new rule con-

templates continuous reexamination of the question.18

In light of these trends and developments, a respon-
sible overview of privacy law applicable to transla-
tional genomics cannot be limited to the “usual sus-
pects,” such as HIPAA or the Common Rule, and 
must also consider how general-purpose privacy laws 
affect genetic information. Part I of this article pro-
vides a background of general privacy law beyond 
the health sector. Part II focuses on the ways those 
general privacy laws affect the health sector and 
genomic information in particular and considers 
potential consequences of this broader understanding 
of privacy law as it applies to translational genomics. 

I. Privacy Law Beyond the Health Sector
Most U.S. privacy law has two features that distin-
guish it from privacy law in other countries: U.S. law 
is sectoral and it is based on a “consumer protection” 
model. By contrast, in most other jurisdictions, per-
sonal information is safeguarded by omnibus laws 
rooted in a “data protection” model. The likely reasons 
for these differences include cultural influences and 
divergent constitutional treatment of rights to both 
privacy and free expression. Whatever its origins, the 
broad difference is widely understood.19

Genomic data is no longer contained within 
an insulated bubble of specialized legal 
regimes operating on a limited set of leading 
organizations. As discussed below, new types 
of entities, new legal developments, and new 
technological understanding mean the rules 
that have applied inside that bubble — while 
still vitally important — no longer tell the 
whole story of genetic privacy law. 
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Much of U.S. privacy law is narrow, with particular 
statutes regulating a single industry, type of technol-
ogy, or population. So, for example, the Gramm-Leach 
Bliley Act governs handling of personal data in the 
financial sector, the Video Privacy Protection Act pro-
tects privacy for customers at video rental or streaming 
services, and the Children’s Online Privacy Protection 
Act regulates children’s online personal information. 
In other words, most U.S. statutes are tailored to 
address a particular harm within a particular context. 
To date, most traditional entities operating within 
areas like health care or biomedical research were 
also regulated in ways unique to that sector. HIPAA, 
the Common Rule, and GINA are classic examples of 
such sectoral statutes. HIPAA applies only to patients’ 
personal health information when handled by specific 
“covered entities” — such as physicians, hospitals, or 
insurance companies — and their “business associ-
ates.” The Common Rule regulates only the treatment 
of human subjects in federally sponsored research. 
GINA prohibits collection of and reliance on genetic 
information in specified circumstances related to 
health insurance and employment.

Outside of the health sector, a “consumer protec-
tion” model dominates U.S. privacy law.20 The con-
sumer protection model provides a system of negative 
rights — data collection and processing are generally 
allowed unless a practice is specifically banned. These 
laws also tend to assume a commercial relationship 
between the data subject and the organization collect-
ing or processing data. Most U.S. statutes (although 
not all, as we shall see, particularly in the health sec-
tor) fall within the frame of consumer protection.

The “data protection” model dominant in other 
countries — and in U.S. health privacy law — is more 
restrictive than the consumer protection model. Data 
protection laws generally ban collection and processing 
of personal data unless explicitly permitted. The data 
protection model is founded on the notion that privacy 
rights over personal information are inherent human 
rights, regardless of the nature of the transaction 
involved.21 Accordingly, regulations developed under 
the data protection model provide affirmative individ-
ual rights. Under data protection laws such as the Euro-
pean Union’s GDPR, individuals must consent to col-
lection, use, or further distribution of personal data in 
many cases, and they also have the right of access to the 
data and ongoing rights to demand correction or dele-
tion of information in many circumstances. Data pro-
tection laws also tend to be omnibus statutes enforced 
by a single national data protection regulator across 
all sectors, including government, nonprofit organiza-
tions, private companies — and health care institutions 
involved in either clinical care or research.

The closest thing the U.S. has to a broad-based 
privacy regulator like those in other countries is the 
Federal Trade Commission (FTC). Exercising its 
consumer protection powers under Section 5 of the 
Federal Trade Commission Act, the FTC serves as a 
backstop to narrowly tailored sectoral privacy laws. 
Section 5 authorizes the FTC to bring enforcement 
actions against “unfair and deceptive acts or practices” 
in interstate commerce. Thus, the FTC may institute 
an enforcement action when a business fails to imple-
ment or maintain reasonable privacy and security 
practices. Deceptive acts or practices occur when an 
entity makes misleading statements about its activi-
ties, such as when it violates its own privacy policies 
or other public comments concerning its handling of 
personal data. When alleging unfairness actions, the 
FTC must satisfy a three-prong test and allege that 
the practice: “(1) causes or is likely to cause substan-
tial injury to consumers (2) which is not reasonably 
avoidable by consumers themselves and (3) [is] not 
outweighed by countervailing benefits to consumer or 
to competition.”22 

There are limits on the FTC’s enforcement authority. 
First, the Commission’s authority under the FTC Act 
applies only to matters “in or affecting commerce” by 
companies that are “organized to carry on business for 
[their] own profit or that of [their] members.”23 Thus, 
the Commission does not have enforcement authority 
over government entities or most legitimate non-profit 
organizations. Additionally, the jurisdictional scope is 
subject to certain sector specific exemptions, such as 
banks and common carriers.24 Aside from these carve-
outs, however, the Commission has rather sweeping 
authority to pursue enforcement actions against unfair 
and deceptive acts or practices. As a result, while cer-
tainly not the same as a data protection regulator in 
other countries, the FTC does exercise oversight over 
handling of personal data in a broad swath of Ameri-
can institutions. Importantly here, the healthcare sec-
tor and health information are within the scope of the 
Commission’s enforcement authority, and the FTC has 
brought actions against health care entities for Sec-
tion 5 violations.25 

Second, the FTC ordinarily cannot seek financial 
penalties against first-time offenders for direct Section 
5 violations in privacy cases.26 Rather, the FTC will 
negotiate a consent decree with the subject that binds 
it to certain compliance measures for typically twenty 
years. Then, if the FTC determines that a company has 
violated the terms of its consent decree, the FTC can 
seek to impose significant financial fines for the con-
sent decree violation. For example, the FTC’s recent 
privacy and data security settlement order of Facebook 
is enforcing a 2012 consent decree previously reached 
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with the company, in addition to Section 5 itself.27 This 
differs from the regulatory penalties under health and 
genetic privacy laws: HIPAA includes potential civil 
and criminal penalties on a first offense; the Common 
Rule authorizes the Office of Human Research Pro-
tections to terminate an entity’s Institutional Review 
Board registration, which is likely to result in a loss of 
research funding; and GINA authorizes civil penalties 
(and in some cases private lawsuits against employers 
who violate the Act’s employment protections).

Every state also has some form of general consumer 
protection law, commonly known as Unfair and Decep-
tive Acts or Practices (UDAP) statutes, although they 
vary in scope and strength from state to state.28 These 
statutes typically echo the FTC’s prohibitions of unfair 
and deceptive practices, and they generally empower 
state attorneys general to seek civil penalties, injunc-
tive relief, and attorneys’ fees and costs.29 Many autho-
rize individual and class action lawsuits as well. A few 
other state laws, such as the Illinois Biometric Infor-
mation Privacy Act, impose additional restrictions on 
narrower classes of personal information, potentially 
including genetic data.

A new wave of privacy proposals at the state level 
seek to move somewhat beyond existing consumer 
protection laws such as UDAP statutes. The most 
prominent of these is the California Consumer Privacy 
Act (CCPA), which was signed into law in June 2018 
and will take effect in 2020. Once in force, it will be 
the most stringent and expansive general privacy law 
in the U.S. The CCPA applies to any business that pro-
cesses the “personal information” of California resi-
dents if the business exceeds one of three thresholds 
concerning size (earning more than $25 million gross 
revenue annually), volume of personal data (handling 
personal information concerning 50,000 or more con-
sumers, households, or devices annually for commer-
cial purposes), or primary function as a data broker 
(deriving fifty percent or more of its annual revenues 
from selling personal information). While these defi-
nitions will exclude many entities handling genetic 
and genomic information, it also could include many, 
especially private companies. 

The CCPA has prompted similar bills at the state 
and federal level. Such measures were debated in 
over a dozen states in the last year, and a number 
of other states formed task forces to explore similar 
bills. For example, right after the CCPA was enacted 
a very similar bill was introduced in the New Jersey 
legislature.30 This bill explicitly creates a right to opt 
out from third-party data sales, and it mandates dis-
closures about data handling practices. A CCPA-like 
bill passed through the Washington State Senate by 
a bipartisan vote in 2019 before dying in the lower 

house.31 At the federal level, bills introduced in both 
houses of Congress have resembled the broad rights 
and requirements imposed by the GDPR and the 
CCPA. For example, Representative Suzan DelBene 
(D-WA) introduced a proposal that would mandate 
opt-in consent for the collection, storage, processing, 
or transfer of “sensitive” data — explicitly calling out 
genetic data is as a type of sensitive personal informa-
tion.32 These are just a few examples of many legis-
lative attempts demonstrating a trend to broaden the 
U.S. privacy framework beyond the sectoral approach. 
Many of these broad privacy statutes contain carve-
outs to exclude health care entities, but as discussed 
further below, the scope and effectiveness of such 
exemptions vary.

Another trend present in recently enacted and pro-
posed general privacy laws is a shift toward a broader 
definition of personal data. The GDPR, for one, 
includes not only information that specifically identi-
fies a person but also any information that renders that 
person “identifiable.” The GDPR directs covered enti-
ties to make the determination of whether a person is 
identifiable by taking account of “all the means rea-
sonably likely to be used, such as singling out, either 
by the controller or by another person to identify the 
natural person directly or indirectly.” Expanding this 
definition even more, the CCPA includes all informa-
tion that “identifies, relates to, describes, is capable of 
being associated with, or could reasonably be linked, 
directly or indirectly, with a particular consumer or 
household.”33 This further includes inferences that 
may be drawn from any “personal information” to cre-
ate a profile about a consumer. The California Legis-
lature has considered proposals to narrow the CCPA’s 
definition of personal information, but as of this writ-
ing almost all of its broad language remains intact.34 
The New Jersey bill noted above echoes the CCPA’s 
expansive definition of personal information.35 Apply-
ing even more broadly, the Washington Privacy Act 
would cover “any information that is linked or reason-
ably linkable to an identified or identifiable natural 
person” that had not been deidentified or made pub-
licly available.36 These examples are just a few of many 
demonstrating a trend to expand the definition of per-
sonal information beyond the narrow view of person-
ally identifiable information found in older statutes.

II. How General Laws Treat Genomic Data 
While not narrowly tailored to address the health sec-
tor or genomics specifically, the laws discussed above 
cast a wide net, potentially encompassing the collec-
tion and processing of genetic data, even if they do not 
do so explicitly (or even intentionally at times). This 
part addresses such laws’ treatment of genetic data 
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and considers scenarios in which the general-purpose 
privacy laws may apply to translational genomics.

General Data Protection Regulation
The GDPR governs any organization in the world that 
processes the personal data of any person based in the 
European Union and either monitors the behaviors of 
individuals located within the EU or offers goods or 
services to individuals in the EU. Thus, the applica-
bility of the GDPR is determined by the status of the 
“data subject” — the individual about whom informa-
tion is processed. The coverage of HIPAA, by contrast, 
is organization-centric, determined by the status of the 
entity doing the collecting or processing. The GDPR’s 
broad definition of personal information explicitly 
includes a person’s genetic information as an identifi-
able factor. Thus, the GDPR regulates a wider range 
of both entities and information than does HIPAA.37

The GDPR defines genetic information as “personal 
data relating to the inherited or acquired genetic char-
acteristics of a natural person which result from the 
analysis of a biological sample from the natural person 
in question, in particular chromosomal, deoxyribo-
nucleic acid (DNA) or ribonucleic acid (RNA) analy-
sis, or from the analysis of another element enabling 
equivalent information to be obtained.”38 The GDPR 
includes genetic data in the special category of “sen-
sitive data” subject to processing restrictions stricter 
than its already strict baseline. The GDPR generally 
prohibits processing of any genetic data unless it falls 
within an enumerated set of exemptions, including 
when the data subject has given explicit consent to 
the processing, the processing is necessary to protect 
the vital interests of the data subject, or the process-
ing relates to personal data that are manifestly made 
public by the data subject.39

These consent requirements are strict. The GDPR 
already requires that consent to process ordinary per-
sonal data must be voluntary, freely given, specific, 
informed and unambiguous.40 This is more exact-
ing than the consent requirements under U.S. laws 
such as HIPAA or the Common Rule.41 But for sen-
sitive data, which includes genetic data, the GDPR is 
more demanding still, because consent must also be 
“explicit.” The GDPR does not define “explicit” con-
sent, but guidance published by a key EU advisory 
body listed several examples of sufficiently “explicit” 
consent, such as a hand-written signature, two-stage 
verification of consent, or an electronic signature.42 
The GPDR places the burden of proof of valid consent 
on the entity responsible for data processing.43 

Because of the GDPR’s broad jurisdictional sweep 
and limited exemptions, any actor that processes the 
genetic information of EU data subjects must metic-

ulously evaluate its GDPR risk and compliance. For 
example, if an actor otherwise covered by HIPAA 
offers goods or services to individuals in the EU or 
monitors their behavior, it will be subject to the GDPR 
as either a “controller” or a “processor.” This may be so 
even for an entity located solely in the United States. 
There are many efforts, such as one by the Global Alli-
ance for Genomics and Health (GA4GH), to provide 
U.S. entities with information and facilitate harmo-
nization between the GDPR and U.S. law. But even 
more than prior EU data protection law, the GDPR 
makes it clear that U.S. entities cannot focus only on 
the health-specific privacy law with which they have 
generally become most familiar.

Federal Trade Commission Act and Similar State 
Laws
The FTC’s broad authority to pursue enforcement 
actions against “unfair and deceptive acts or practices” 
in interstate commerce overlaps with HIPAA enforce-
ment actions brought by the Office of Civil Rights 
(OCR) within the Department of Health and Human 
Services (HHS). Thus, a HIPAA-covered entity must 
ensure that the disclosure statements it issues are not 
only HIPAA-complaint but also are not communicat-
ing unfair or deceptive messages to the consumer.44 
Further, OCR has advised HIPAA-covered entities that 
information practices for commercial, non-treatment-
related purposes must also comply with the FTC Act.45 
The FTC itself has specifically provided guidance to 
DTC genetic testing companies suggesting best prac-
tices for maintaining compliance with the FTC Act.46 

Moreover, the FTC has coordinated enforcement 
efforts with HHS in the past. For example, the FTC 
and HHS brought a dual enforcement action against 
Rite Aid Corporation for its failure to protect its cus-
tomers’ sensitive health information.47 The two agen-
cies opened the coordinated investigation into Rite 
Aid following news reports that the company had 
been using open dumpsters to dispose of trash that 
contained customer and employee sensitive health 
information, such as pharmacy labels and job applica-
tions.48 The FTC alleged that the company’s represen-
tations about its security procedures were deceptive 
and that its security practices were unfair.49 To resolve 
the matter, the company agreed to pay $1 million to 
HHS to settle its HIPAA violation claim and entered 
into a 20-year consent decree with the FTC requiring 
it to establish a comprehensive information security 
program, among other requirements. 

Thus, above and beyond any requirements under 
HIPAA, organizations handling genetic data must 
ensure that all of their public representations and their 
commercial practices adhere to the FTC Act. This FTC 
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authority imposes regulation of genetic privacy on 
those that are not covered entities under HIPAA, but 
it also can expand duties owed by covered entities.

Like federal regulatory actions on which the FTC 
and HHS cooperate, state attorneys general also com-
bine their authority under health-specific privacy 
laws with their general-purpose consumer protection 
powers. The HITECH Act, enacted in 2009, autho-
rized state attorneys general to bring HIPAA enforce-
ment actions.50 Pursuant to this authority, state attor-
neys general across the country have brought HIPAA 
enforcement actions in conjunction with actions 
enforcing general state consumer protection and data 
privacy statutes. In 2018, the Massachusetts attorney 
general announced a settlement with a Massachusetts 
hospital over the loss of unencrypted backup com-
puter tapes that contained personal health informa-
tion of more than 1,500 people.51 In addition to alleg-
ing HIPAA violations, the Massachusetts enforcement 
action also alleged that the hospital violated the state’s 
UDAP law and the Massachusetts Data Security Law.52 
In another case, a group of twelve attorneys general 
joined to bring an enforcement action against a third-
party provider that licenses a web-based electronic 
health record application.53 This action alleged viola-
tions of the states’ respective UDAP statutes, breach 
notification statutes, and personal information stat-
utes, as well as HIPAA violations.54

Thus, it is increasingly inaccurate to focus too much 
on health privacy law as the main source of potential 
liability for many health-related entities, when they 
are subject to consumer protection actions from both 
federal and state regulators.

California Consumer Privacy Act 
The CCPA treats genetic information as an aspect of 
the “biometric information” subcategory of its personal 
information definition. Thus, any genetic information 
that “can be used, singly or in combination with each 
other or with other identifying data, to establish indi-
vidual identity” falls within the statute’s scope.

The CCPA explicitly exempts protected health infor-
mation collected or sold by a covered entity or busi-
ness associate pursuant to HIPAA and information 
collected as part of a clinical trial subject to the Com-
mon Rule. Notwithstanding these exemptions, how-
ever, the breadth of the definition of personal infor-
mation suggests that lots of other actors and practices 
that interact with genomic data could still fall within 
its scope.55 Because HIPAA’s Privacy Rule only applies 
to “covered entities” and “business associates,” many 
organizations handling genomic data will not enjoy 
this categorical exemption from the CCPA, includ-
ing many DTC firms, pharmaceutical companies, and 

health analytics businesses.56 To complicate matters 
further, even covered entities enjoy the exemption 
only with respect to information defined as personal 
health information by HIPAA. Thus, healthcare com-
panies that have traditionally operated squarely within 
HIPAA’s scope may have aspects of their business that 
collect information beyond HIPAA-protected per-
sonal health information. 

The CCPA’s HIPAA exemption does not categori-
cally exempt all operations related to personal data 
conducted by covered entities and business associates. 
Instead, it exempts covered entities and business asso-
ciates only “to the extent the provider or covered entity 
maintains patient information in the same manner as 
medical information or protected health information.” 
It focuses on the classification of the information at 
issue as opposed to the classification of the entity that 
is doing the collecting or processing.57 Thus, an entity 
that engages in HIPAA-covered practices in certain 
areas of its business may have genetic information 
that it collects or processes elsewhere for other pur-
poses; that particular practice falls outside of HIPAA’s 
scope and thus outside the exemption from the CCPA. 

In the insurance context raised earlier, if a hybridized 
insurance company’s noncovered component offers 
life or disability insurance, the collection and use of 
genetic data would not fall within the HIPAA exemp-
tion and thus be subject to the CCPA’s requirements. 
Moreover, if a company offers a direct-to-consumer 
version of a smartphone app that is not provided on 
behalf of a covered entity, it would not be subject to 
HIPAA and thus it would fall under the CCPA. Fur-
thermore, in the clinical context, because the Com-
mon Rule does not automatically apply to all clinical 
trials, research trials that are not funded by one of the 
federal agencies that have adopted the Common Rule 
do not fall within the CCPA’s Common Rule exemp-
tion and are thus subject to its obligations.58 In these 
and other potential scenarios, organizations involved 
in translational genomics may find that general-pur-
pose privacy laws apply to their activities even when 
they are accustomed to being regulated by specialty 
laws such as HIPAA or the Common Rule.

Additionally, information can readily pass back and 
forth between the various regulatory schemes, both 
traditional and new. For example, genetic informa-
tion that originated as personal health information 
subject to HIPAA’s requirements can pass out of that 
regulatory bubble when disclosed outside of HIPAA’s 
domain of covered entities. And the reverse is also 
true. Previously unregulated data that passes from an 
entity outside of HIPAA’s scope becomes HIPAA-reg-
ulated personal health information in the hands of a 
covered entity, but retains its unregulated status with 
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the originator.59 For example, if consumer data were 
collected by a business associate and merged with PHI 
indicators as part of a records system serving trans-
lational genomics, the new data comes under HIPAA 
when combined but falls outside it when maintained 
separately from its designated record set, even if held 
by the same entity. The porousness of the traditional 
laws regulating the health care sector emphasizes the 
importance of looking beyond the bubble of genetic 
privacy law to a new generation of more general pri-
vacy laws.

Conclusion
Traditionally, entities interacting with genetic data 
either through clinical work or research have evaluated 
the privacy regulatory landscape primarily through the 
lens of HIPAA, GINA, the Common Rule, and state 
genetic information laws. But, several recent trends 
suggest that this lens provides too narrow of a frame. 
First, the pool of actors now involved with genetic data 
is more diverse today than ever. Additionally, trends 
toward broadly applicable privacy laws such as the 
CCPA started to gain momentum in the United States. 
Finally, skepticism continues to grow concerning the 
adequacy of deidentification as a security tool in light 
of the unique characteristics of genetic data. 

Beyond the traditional “health sector” perspective 
of genetic privacy law, any analysis of privacy risk in 
translational genomics must pay close attention to 
what genetic information is being gathered and from 
whom. In many circumstances, these activities could 
give rise to the restrictions and obligations of general-
purpose privacy laws — the GDPR, FTC Act and cor-
responding state statutes, and CCPA to name a few. 
Furthermore, it is important for actors in this space 
to consider the characteristics and sources of the 
data. Any responsible overview of the laws applicable 
to genomics must look beyond those traditionally 
understood to govern the collection and processing of 
genetic data and consider a wider frame from which to 
assess regulatory compliance.
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